Dosya Sistem Analizi

Linux Imaj Inceleme
Calismasi
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Linux Nedir ?

Linux, serbestce dagitilabilen, cok gorevli, cok kullanicili
UNIX isletim sistemi tlrevidir. Linux, internet tGzerinde
Ilgili ve merakli bircok kisi tarafindan ortak olarak
gelistirilmekte olan ve basta IBM-PC uyumlu kisisel
bilgisayarlar olmak uzere bircok platformda calisabilen
ve herhangi bir maliyeti olmayan bir isletim sistemidir.

UNIX 70'li yillarin ortalarinda buyuk bilgisayarlar : —
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En Cok Kullanilan
Linux Forensic
Araclari

 Sans Sift Linux «dd» Komutu

 The Sleuth Kit (Autopsy)
 Ftk Imager

 CrowdStrike CrowdResponse  * Linux Caine distrosu
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Konu, Icerik ve Yontem

* Dosya Sistem Dersi Proje odevi icin hazirlanan bu sunumda Linux
Isletim sistemine sahip olan bir bilgisayarin imaji manuel olarak «dd» alinmistir.
Daha sonra alinan bu imaj Uzerinde hazir araclar kullanilarak arastirmalar yapiimistir.

e Gunumuzde bircok Forensic Tool’u Linux sistemleri inceleme noktasinda
fazlasiyla yetersiz kalmaktadir.Bu noktada halihazirda bilinen hazir adli inceleme X -
~araclariyla yaptigim Linux incelemesine ek olarak kendim tek tek ilgili dosya S,
' yollarini kontrol ederek hem programin dogrulugu test etmis oldum hemde .
. Yerine gore daha detayli bilgiler ve cikarimlar elde edebilmis oldum.




Autopsy aclk kaynak kodlu adli imaj inceleme (forensic) yazilimini kullanarak
Imaj inceleme islemlerimi gerceklestirmeden dnce uUzerinde calistigim imaj
Hakkindaki nitelikli bilgileri bu sekilde tablo olarak belirtebiliriz.

* Linux Imaj Bilgileri

Madde Detayh Bilgi

Dosya Adi hbn pe imaj

MD 5§ 008ace8b3902eb576c4defad9b5dd3fl

SHA-1 129da75a5daa7e4220228d23456£127115560fef
Yazihim Bilgisi Autopsy 4.9.0

Imaj Formati

EO1 (Expert Witness Compression Format) Ymdk dosyasindan
doniistiiriilmiis

Sikistirma

Orta (Compression = 6)

Sektor / Byte

512

Top. Sektor Savisi

172.168.215

Toplam Boyut

10 GB (5.792,0 KB)

Sikastirilmis Bovut
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Incelemekte oldugumuz bilgisayar Gzerinde kosan isletim sistemi ve root kullanici
Bilgilerini asagidaki gibi gormekteyiz.

Bilgiye Erisim Yolu : /etc/redhat-release
/var/log/auth.log
/etc/hostname

e Bilgisayardaki Isletim Sistemi Bilgileri

Isletim Sisteminin Adi Kali Linux
Siiriim 4.15.0-kali2-amd64
Sistem Mimarisi X386 64
Kurulum Tarihi 2019-05-04 22:14:20
Kavith Sahibi hbn




Bilgisayar Uzerinde kullanilan saat / takvim yerel bolge bilgisine otomatize araclar
sayesinde kolaylikla erisebilmekteyiz.
Burada kullandigimiz yazilim bu bilgiyi bize getirmektedir.

Bilgiye Erisim Yolu : /usr/share/zoneinfo

o Timezone Bilgisi

Zaman Dilimi Dogu Avrupa Zaman Dilimi (GMT +03:00)
£ | Giinlik Zaman Sapmas1 | +1
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Imaiji alinan cihaza kurulum asamasinda verilen kullanici adi bilgisi

Bilgiye Erisim Yolu : /etc/hostname

Bilgisayarin Adi
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Oturum Acan Kullanici Bilgisi

Isletim sisteminde sistem sahibi olan root kullanicilari haricinde isletim sisteminde

bulunan tum kullanici hesaplari ve ve bu kullanicilarin adi, ID bilgisi, oturum acma sayisi,
oturum acma tarihi gibi genel bilgilere ulasabilmekteyiz.

Bilgiye Erisim Yolu :

/var/log/auth.log
/var/log/faillog
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Oturum acma | Hesap Son oturum Basarisiz
$ay1sl olusturma | acma zamani | oturum acma
tarihi Zamani
26 2019-05-05 | 2019-15-12 -
17:51:40 02:29:01
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Son Oturum Acan Kullanicl

Bilgiye Erisim Yolu : /var/log/auth.log

PC'de Son oturum acan kullanici.
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Sistemin En Son Kapatilmasina
Ait Zaman Bilgisi

Bilgiye Erisim Yolu : /var/log/auth.log

e Kaydedilmis En Son Sistem Kapanma Tarihi ve saati.

2019-05-16 82:25:01
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Isteme Giren Kullanicilarin Bilgisi

Isletim sisteminde son kapatilan oturum bilgilerini daha dnce sistemde giris yapan kullanicilarin
bilgilerine ulastigimiz log dosyasindan da ulasabilmekteyiz.
Auth.log dosyasinin icerigini inceledegimiz zaman icinde bulundugumuz vakitten epey oncesine
kadar acilan ve kapanan session bilgilerine ve hangi kullaniclarin bu islemleri gerceklestirdigi

bilgilerini elde edebiliriz.

Applications v Places v g Text Editor v Sat 07:57
Open ~ || & auth.log
Jan 21 15:085:81 hbn CRON[1982]: pam unix{cron:session): session opened for user root by (uid=8) _ .
Jan 21 15:85:81 hbn CRON[1962]: pam unix{cron:session): session closed for user root —
Jan 21 15:89:81 hbn CROM[1987]: pam unix({cron:session): session opened for user root by (uid=@) RN
Jan 21 15:89:81 hbn CRON[1967]: pam unix{cron:session): session closed for user root
Jan 21 15:15:81 hbn CRON[1923]: pam unix(cron:session): session opened for user root by (uid=e)
Jan 21 15:15:81 hbn CRON[1923]: pam unix{cron:session): session closed for user root
Jan 21 15:17:81 hbn CRON[1926]: pam unix({cron:session): session opened for user root by (uid=@)
Jan 21 15:17:81 hbn CRON[1926]: pam unix{cron:session): session closed for user root
Jan 21 15:25:01 hbn CROM[1946]: pam unix{cron:session): session opened for user root by (uid=8)
_Jan 21 15:25:81 hbn CRON[1946]: pam unix{cron:session): session closed for user root
Jan 21 15:35:81 hbn CROM[1965]: pam unix{cron:session): session opened for user root by (uid=8)
Jan 21 15:35:81 hbn CRON[1965]: pam unix{cron:session): session closed for user root
Jan 21 15:39:01 hbn CRON[1988]: pam unix(cron:session): session opened for user root by (uid=8)
, Jan 21 15:39:81 hbn CRON[1988]: pam unix(cron:session): session closed for user root
f- —Jan 21 15:45:081 hbn CRON[1984]: pam unix{cron:session): session opened for user root by (uid=8)
“~=.__Jan 21 15:45:01 hbn CROM[1984]: pam unix(cron:session): session closed for user root
Jan 21 15:55:01 hbn CROM[208@1]: pam unix{cron:session): session opened for user root by (uid=8)
~Jan 21 15:55:81 hbn CROM[2001]: pam unix{cron:session): session clesed for user root
Jan 21 16:85:81 hbn CROM[2673]: pam unix({cron:session): session opened for user root by (uid=8)
Jan 21 16:85:01 hbn CRON[2873]: pam_unix{cron:session): session closed for user root

Jan 21 16:68:47 hbn systemd-logind[447]: System is powering down.

Jan 21 16:11:35 hbn systemd-logind[462]: Mew seat seat®.

Jan 21 16:11:35 hbn systemd-logind[462]: Watching system buttons on /dev/input/event4 (Power Button)
Jan 21 16:11:35 hbn systemd-logind[462]: Watching system buttons on /dev/input/event5 (Sleep Button)




Ag Baglanti Bilgiler:

Windows isletim sistemi Registry Kayitlarindan elde ettigimiz, ilgili bilgisayarin gecmis

ag baglanti kayitlarini Linux Isletim sisteminde asagida belirtilen dosya yolunda bulabilmekteyiz.

Bilgiye Erisim Yolu : /etc/network
/etc/networkManager

Ads Ey,yif p—
IP adres 10.0.2.15

| TPv6 Adres 1680::200:27f:£659: b3

| Alt Ag Maskesi 253.53.255.0 S e

| Donanm Adresi 08:00:27:39:1B:51. ol
{sim Sunucusu 10.0.2.1 B Desktop
Domain Localhost domain O Documents

| Varsayllan Gateway 100.21 © Downloads
DNS 136.154.70.25 156.154.71.25 «| J1 Music
DHCP Kullanim Evet €] Pictures
DHCP Sunucusu 10.0.2.254 B Videos
// . L \\ NN \\7? \ e | @ Trash

“. " » 4 Other Locations
.‘ | .. .-. A ™ .

¢ > « [ etc NetworkManager |

E— - o - e
confd  dispatcher.d dnsmasqd  dnsmasg-
shared.d

MetworkMa  system-
naqer.tenf connections




Yuklenen Yazilim/Arac Bilgileri

Applications +  Places » Files =

¢ « @ var log [apt »

(O Recent

B Deskiop Ly Lz i 17 0 i
™ Documents

® Downloads

J1 Music

) Pictures

H Videos

@ Trash

/
é + Other Locations

.\k\\ | | | : 2 A -

& Home eipplogxz  historylog historylog. historylog. historylog. termlog  termlogl termlog.2. tem.log.3.

Linux isletim sistemi uzerine kullanici
tarafindan daha sonradan 0zel olarak
yuklenen

ve kurulumlari yapilan 3.parti
yazilimlarin ve

sistem Uzerine kurulan araclarin neler
oldugu

bilgisine asagidaki dosya yolunda
tutulmakta

olan apt log dosyasindan erisebiliriz.

Bilgiye Erisim Yolu :

® /var/Iog/apt/hlstorong

L]

A

W ave

W e AR VS S g Ol |



Yuklenen Yazilim/Arac Bilgileri

History.log dosyasinin icerigi asagidaki gibi gorulmektedir.
Burada yazilimin yuklenme tarihi, saati gereksinimlerimizi ve surumu bulunmaktadir.
Ayrica ek olarak hangi komut kullanilarak indirildigi bilgiside bize gosterilmektedir.

Applications +  Places »  [g Text Editor = 1] AL N

Open » || B histery.og Sae | 2 Q0 O

Start-Date: 2019-82-81 17:18:22

Commandline: apt-get install xplico

Install: libsox3:amd64 (14.4.2-3, automatic), libndpid:amd64 (1.8-1, automatic), php-sqlite3:amd64 (2:7.3+69, automatic), libsox-fmt-alsa:amd64 (14.4.2-3, automatic), php7.3-sqlite3:amd6d (7.3.1-1, automatic),

librecoded:amdé4 (3.6-23, automatic), php7.3-common:amd64 (7.3.1-1, automatic), sox:amd64 (14.4.2-3, automatic), recode:amd64 (3.6-23, automatic), xplico:amdé4 (1.2.1-0kali3), Llibsox-fmt-base:amdéd (14.4.2-3,
— automatic), lame:amd64 (3.100-2+b1, automatic)

End-Date: 2019-82-81 17:19:03

Start-Date: 2019-02-81 17:26:086
Commandline: apt-get install mimikatz
Upgrade: mimikatz:amd64 (2.1.1-20180325-Bkalil, 2.1.1-20181209-0kalil)

Ny
3!
fEnd-Date: 2019-82-81 17:26:87
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Applications v

€ > ¢ fxHome »

@ Recent

B Desktop
[} Documents
® Downloads
T Music

Pictures

5 'ide 05

[ Trash

@Other Locations
E

@
F

Places = [ Terminal =

Terminal Gegm

isinin

.- B —

Terminal Help

root@hbn: ~

.ICEauthority

ee0

B

xdecode

_dosye .-lr-

“Kislnln termmal
komutlati burada gé ebiliriz.

Analiz

Sisteme yuklenen programlarin
neler oldugunu 6grenebilmek
icin bir baska yolda bash history
dosyasinin analiz edilmesidir.

Bash history dosyasi Linux

isletim sistemlerinde root dizini
icerisinde gizli dosya olarak =

bulunmaktadir.

Root dizinine glrdlkteo ra

I@V

Is =la komutunu kullaﬁra

dosyalari gorebm

gecmis ke

Bash_history dos r
7 tgmlnale yazi ;_Aq

/
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= i mkdir Nessus

Bash_history Dosyasinin Icerigi
Fle Edt Search Optns Help o coo M

mv Nessus-7.2.1-debian6 amd64.deb /Masaiistii \(t)\\J
mv Nessus-7.2.1-debian6 amd64.deb /Desktop l S
3

clear

ls

cd Masaustl

mv Nessus-7.2.1-debianb_amd64.deb /root/Downloads/
cd /Masalsti

clear

reboot

setxkbmap tr

ping google.com

exit

- cd Desktop
/ ls -1
dpkg -i Nessus-7.2.1-debianb_amd64.deb

mv nessus Key Nessus
cd Nessus

Als -1
touch kullanim
leafpad kullanim
Jetc/init.d/nessusd start
Jetc/init.d/nessusd stop
Jetc/init.d/nessusd start
1s

cat nessus_key
ifconfig
exit




Uygulama Calisma Kayitlari

Linux sistemler gerekli uygulamalarin yuklenmesiyle
sunucu vb. yapilar olarak kullanilmasi sebebiyle kullanim
alanlar ve yetkinlikleri daha fazladir.Bu bir avantajken
bazi durumlarda kullanicilar bunu dezavantaja
donusturebilmektedir.

Boyle durumlarda sistem uzerinde kurulu olan
uygulamalari tespit ettikten sonra uygulamalarin calisma %

, zamanlari, calistirilabilir yol bilgisi ve calistiriima g
sayllarina ulasabiliriz. N\
BN/

B , @ P
Bilgi Edinme Yolu : o<1V ii“%,
+ Var/log/veil ~.‘A\ A
* Var/log/mysql s X /NN ‘ "vég‘,gvf

"+ Var/lbg/apache2 XTI N | ="

‘- .‘ ozilla/fireféx = N
l‘. L 1 i »




Klasor Gorunumu

Applications +  Places = Files =

¢ >« @ va log mysg » Automatic suspend Q== 800
Lomputer will 5L ve pec 0
O Recent : ; e WP — =
& Home altenatives. alternatives. | apachel apt authlog  authlogl authlog2 authlog3.  authlogd  bootstrap. btmp btmp.1 chkrootkit ~ couchdb  daemon.log daemon.log. daemon.log. daemon.log.
lo log.1 z z z lo 1 q2 3z
& Desktop ) g g g g | g g
[ Documents = - — : : [S— —
® Download daemon.log.  debug debugl  debug.2gz debug3.gz debugdgz  dpkglog  dpkglogl dpkglog.2.  dpkglog.3.  dpkg.log.d. dradis faillog fontconfig. gdm3 glusterfs inetsim S~
e 4q qz qz qz log
{ J1 Music [ B
| &P installer kernlog  kemlogl kem.log.2.  kernlog3.  kem.log.d. lastlog  macchanger macchanger macchanger macchanger macchanger messages messages.l messages.  messages.  messages. mysql
qz g2 qz log log.L.gz log. 2.9z log.3.q2 log.d.qz gz iqz 4
. ntpstats openvpn speech- stunneld syslog syslogl  syslog.2gz  syslog.3.gz  syslogdgz syslog.o.gz syslogb.gz syslog.7.gz  sysstat tallylog  unattended-
+ Other Locations dispatcher upgrades
L
W

userlog  wuserlog.l wuserlog.2. wuserlog.d.  userlog.d. wimp wimp.l  Xorg.Olog Xorg.llog Xorg.llog.
qz qz 02 old

// ° B\ DAY A \ 2 : : ”1’ 3| '




Web Tarayici Bilgiler!

Bilgiye Erisim Yolu :  /root/.mozilla/firefox/profiles.ini

root@hbn: ~/.mozilla/firefox 00

File Edit View Search Terminal Help
1la/firefox# pwd
/root/.mozilla/firefox
la/firefox# ls
profiles.ini
aflfirefox# cat profiles.ini
[General]

StartWithLastProfile=1

[Profile0]
Name=default
IsRelative=1
Path=61l44phg.default

M cfault=




Bilgisayara Baglanan
Haricli Depolama Cihazlari

Windows isletim sistemin de registry kayitlarini analiz ederek ulastigimiz bu
bilgiye Linux

sistem yapisinin bize sundugu kolaylik sayesinde dogrudan klasor erisimi
yaparak ulasabilmekteyiz.

Applications »  Places = W .
| < « @ dev » C IR )
E . - . @ Recent Q -
]
f: Bilgi Edinme Yolu : /dev/... — — — — —
W Desktop S |
autofs block bsg birfs- bus cdrom char console core cpu-dma. cuse disk dri dvd b0 fd full fuse -
[ Documents control latency
-_— »-— -— -— -—
® Downloads
J1 Music hidraw0 hpet hugepages hwrng initctl input kmsg log loop-control ~ mapper mem memory- maqueue net network.. network_ null port
bandwidth latency throughput
0 Pictures = e —
H Videos
PPP psaux ptmx pts random 14 e sda sdal sda2 sda5 sg0 sgl shm snapshot snd srQ stderr §
@ Trash
+ Other Locations = 7 P
stdin stdout tty ttyd ttyl tty2 tty3 ttyd tty5 ty6 tty7 tty8 ty3 ttyl0 tyll ty12 tyl3 ttyld
ttyl5 ttyl6 ttyl7 ty18 ty19 tty20 tty21 tty22 tty23 try24 125 tty26 tty27 tty28 tty29 tty30 try31 ty32
33 y34 tty35 y36 tty37 ty38 ty39 tty40 trydl tty42 143 trydd tty45 ttyd6 ttyd7 ttyd8 tty49 1y50
tty51 tty52 tty53 tty54 1tyS5 tty56 ttys7 tty58 tty59 tty60 tty61 tty62 tty63 1tySO ttyS1 ttyS2 ttyS3 uhid
uinput urandom vboxquest  vboxuser Vs vesl ves2 ves3 vesd vess vesh vesa vesal vcsa2 vesad vesad vesad vesab
F—
vio vga_arbiter vhei vhost-net  vhost-vsock watchdog  watchdogQ zero




Kernel Loglari

Bilgisayara takilan harici depolama aygitlarini (usbdisk vb.) kernel log kayitlari analiz ederek
tespit edebilmemiz de mumkundur.

Linux sistemlerde bilgisayara bir usb disk takildigi zaman mutlaka
flash diskin bilgileri kernel loglarina duser yani kern.log dosyasina kayit edilir.

o sve |2 @ @ @
non KerneL: |
hbn kernel:
hbn kernel:
hbn kernel:
hbn kernel:
hbn kernel:
hbn kernel:
hbn kernel:
hbn kernel:
hbn kernel:
hbn kernel:

.4/854Y] SC51 NOSTZ: ancl . L] . L]

.478715] ata3: SATA max UDMA/133 abar m8192@0xe8820000 port 0xe8820100 irq 24 B | q |ve E rl Sl m YO I u
.483146] xhci hed 0080:00:0c.8: xHCI Host Controller o >

.483154] xhci hcd 0000:00:0c.8: new USB bus registered, assigned bus number 1

.490888] xhci hcd 0080:00:0c.8: hcc params Bx94000000 hci version 8x188 quirks @x0080bI30

.502420] usb usbl: New USB device found, idVendor=1d6b, idProduct=00802 /
.502422] usb usbl: New USB device stripgs: Mfr=3, Product=2, SerialNumber=1 /

.582423] usb usbl: Product: xHCI Host Controller /va r/log/'$<e rn. I °

.502425] usb usbl: Manufacturer: Linux 4.15.0-kali2-amd64 xhci-hcd
.502426] usb usbl: SerialMumber: ©008:00:8c.0
.582573] hub 1-8:1.8: USB hub found

T

L 4

[ 4

[ 4

[ -

[ 4

[ 4

[ 4

[ 4

[ 4

[ LS

[ 4
hbn kernel: [ 4.503852] hub 1-8:1.8: 8 ports detected . | =i
hbn kernel: [ 4.506801] xhci_hcd 8886:00:0c.8: xHCI Host Controller /,f-— — Tt “=“~‘~‘;‘~"
hbn kernel: [ 4.506005] xhci hcd 0600:00:0c.8: new USB bus registered, assigned bus number 2
hbn kernel: [ 4.507262] usb usb2: New USB device found, idvendor=1d6éb, idProduct=e083
hbn kernel: [ 4.507264] usb usb2: New USB device strings: Mfr=3, Product=2, SerialNumber=1
hbn kernel: [ 4.507265] usb usb2: Product: xHCI Host Controller
hbn kernel: [ 4.507267] usb usb2: Manufacturer: Linux 4.15.0-kali2-amd64 xhci-hcd
hbn kernel: [ 4.507268] usb usb2: SerialNumber: 8060:00:8c.0 i
hbn kernel: [ 4.507358] hub 2-8:1.8: USB hub found b
hbn kernel: [ 4.587857] hub 2-8:1.8: 6 ports detected /
hbn kernel: [ 4.6329908] ata2.@@: ATAPI: VBOX CD-ROM, 1.8, max UDMA/133 -.f_/,..'-’?‘f...
hbn kernel: [ 4.641432] ata2.00: configured for UDMA/33 5?
hbn kernel: [ 4.646747] scsi 1:0:8:8: CD-ROM VBOX CD-ROM 1.8 PQ: @ ANSI: 5 By
hbn kernel: [ 4.798391] ata3: SATA link up 3.8 Gbps (SStatus 123 SControl 368) 1B/
hbn kernel: [ 4.799358] ata3.e0: ATA-6: VBOX HARDDISK, 1.0, max UDMA/133 .
hbn kernel: [ 4.799360] ata3.00: 167772160 sectors, multi 128: LBA48 NCQ (depth 31/32)
hbn kernel: [ 4.880976] ata3.ed: configured for UDMA/133 =
hbn kernel: [ 4.801413] scsi 2:0:0:8: Direct-Access ATA VBOX HARDDISK 1.8 PQ: @ ANSI: 5 Jﬂ'm~r =
hbn kernel: [ 4,.812129] sd 2:0:0:08: [sda] 167772160 512-byte logical blocks: (85.9 GB/8P.6 GiB) C
hbn kernel: [ 4.812136] sd 2:0:0:0: [sda] wWrite Protect is off «l
hbn kernel: [ 4.812137] sd 2:0:0:0: [sda] Mode Sense: @0 3a 00 @@
hbn kernel: [ 4.812146] sd 2:0:0:0: [sda] Write cache: enabled, read cache: enabled, doesn't support DPO

Plain Text + Tab Width: 8 w» Ln B5B, Col 73 - NS

S = - A 3 - - -




Geridonusum / Cop Dosyalari

Isletim sistemi icerisinde daha dnceden bulunmakta olan sonradan kullanici
tarafindan silinen dosyalar ve klasorler hakkindaki bilgilere asagidaki
journal dosyalarindan ulasabiliriz.

Bilgiye Erisim Yolu : /root/.local/share/tracer/data

root@hbn: ~/.local/share/tracker/data e ® 0

| File Edit View Search Terminal Help




Firat Universitesi




	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24

